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Information security with optical means, such as double random phase encod-
ing, has been investigated by various researchers. It has been demonstrated that
optical technology possesses several unique characteristics for securing infor-
mation compared with its electronic counterpart, such as many degrees of free-
dom. In this paper, we present a review of optical technologies for information
security. Optical security systems are reviewed, and theoretical principles and
implementation examples are presented to illustrate each optical security sys-
tem. In addition, advantages and potential weaknesses of each optical
security system are analyzed and discussed. It is expected that this review
not only will provide a clear picture about current developments in optical secu-
rity systems but also may shed some light on future developments. © 2014
Optical Society of America
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Advances in optical security systems

Wen Chen, Bahram Javidi, and Xudong Chen

1. Infroduction

The popularization of computers and the internet has led to much research effort
in the field of information transmission and storage security. Many commonly
used products, such as video and images, are widely protected with invisible
content or marks, which allow the owners to prevent unauthorized distribution
and use [1]. A number of encryption technologies are also in common use, such
as secure communication channels for mobile phones or even electronic mail.
Although the public may not be highly aware of the importance of information
security, many activities in our society, such as identification and password set-
tings, do remind us of the use of information security technologies. Due to the
rapid development of modern technologies, various identity proofs are becom-
ing necessary, such as for online transactions. Without protection of individual
or company materials, huge losses or personal attacks could be inevitable [2].
Hence, many companies and government sectors have spent much money each
year for the development of cryptography technologies [2]. In particular, the
military sector always seeks to confuse attackers through varied and advanced
encoding technologies, since storage or transmission of confidential materials
can be directly related to national security. Although a huge number of cryp-
tography infrastructures have been established, there is still a great demand from
individuals, companies, and government sectors to develop novel and advanced
encoding technologies.

Since double random phase encoding (DRPE) was developed by Réfrégier and
Javidi [3], optical technologies have become increasingly important for securing
information. Optical encryption has attracted much attention in recent years due
to its marked characteristics, such as parallel processing and multidimensional
capabilities [4—11]. Much research and investigation on optical encryption have
been performed based on DRPE, and a number of optical encryption infrastruc-
tures [12-32] have been established over the past decades. The main objective of
these recent developments is improving the flexibility, security, and implemen-
tation convenience of optical cryptosystems. Significant advantages of optical
encryption are summarized as follows. (1) Optical instruments, such as spatial
light modulators and lenses, have inherent natures of parallel processing. Optical
hardware can process each pixel of an input image at the same time, but
electronic counterparts usually need to sequentially process data [2]. (2) Optical
encryption methods possess multiple-dimensional and multiple-parameter capa-
bilities. Many optical parameters, such as wavelength, polarization, and phase,
can be employed as security keys [1-11]. Hence, system variety and security can
be effectively guaranteed. (3) Optical encryption will require researchers to
possess multidisciplinary knowledge, such as optical signal processing, image
processing, optical theories, and computer technologies. A huge number of
optical systems can be designed for securing information, and one typical optical
security system could consist of some particular optical devices, such as light
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sources, lenses, detectors, and spatial light modulators [2]. Hence, without prior
knowledge, attackers would have to do tedious searches or studies before they
could accomplish decoding.

In this paper, we present a review of optical technologies for securing informa-
tion. Optical security systems are reviewed, and theoretical principles and
implementation examples are presented to illustrate each optical security system.
In addition, advantages and potential weaknesses of each optical security system
are analyzed and discussed. It is expected that this review will not only provide
a clear picture about current developments of optical security systems, but
may also shed some light on future developments. This paper is organized
as follows. In Sections 2 and 3, the earliest optical encryption method, i.e.,
double random phase encoding (DRPE), is introduced, and the latest develop-
ments, such as DRPE with photon counting, are also analyzed and discussed. In
Section 4, optical encryption with coherent diffractive imaging is analyzed and
discussed, and it is illustrated that coherent diffractive imaging can provide an
effective alternative for optical encoding compared to the conventional holo-
graphic technique. In Section 5, phase-retrieval algorithms, i.e., 2D, 3D, and
non-iterative, are introduced for optical image encryption, and significant advan-
tages of phase-retrieval algorithms are illustrated. In Section 6, phase-truncated
optical encoding is described, and it is illustrated that phase-truncated optical
cryptosystems can endure some attacks. In Section 7, the latest development
using sparse constraint is described, and it is demonstrated that an additional
security layer can be established for optical security systems. Finally, the
conclusions and perspectives are presented in Section 8.

2. Double Random Phase Encoding

2.1. Amplitude-Only and Fully Phase Optical Encoding

DRPE [3] was the first optical security system, and it has been widely analyzed
and studied. In a DRPE system, the input image can be converted into stationary
white noise by using two statistically independent random phase-only masks
respectively placed in the input image plane and the Fourier domain, as shown
in Fig. 1. The random phase-only mask in the input image plane makes the signal
white but nonstationary, and the random phase-only mask in the Fourier plane
maintains whiteness but makes it stationary with signal encryption. It is also
possible to show that the encrypted data are stationary white noise by using
an autocorrelation function [3]. Let exp[j@(x,y)] and exp[je(u,v)] denote
phase-only masks M1 and M2, respectively, located in the input image plane
and the Fourier domain, where j = /=1, and ¢(x,y) and ¢(u,v) denote 2D
maps randomly distributed in the range of [0, 2x]. Here, symbols (x,y) and
(u, v) are used to denote the coordinates of the input image plane and the Fourier
plane, respectively. The complex-valued wavefront just before phase-only mask
M2 can be described by

H(u,v) = FT{P(x,y) explj¢p(x. p)]}. 6]

where P(x, y) denotes an input image (such as a non-negative gray-scale image),
and FT denotes Fourier transform. The optical wavefront H (i, v) is modulated
by phase-only mask M2 in the Fourier domain, and, subsequently, inverse
Fourier transform is conducted:
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Schematic setup for DRPE in the Fourier domain.

O(&.n) = IFT{H (u. v) expliop(u. v)1}. @

where O(&, ) denotes the complex-valued wavefront in the CCD plane, and IFT
denotes inverse Fourier transform. Since no devices can directly record
complex-valued information like O(¢,7), a CCD camera is usually used to
record intensity patterns.

Some optical technologies, such as phase-shifting and off-axis digital hologra-
phy [33-35], can be employed during the encoding in practical applications,
so the complex-valued wavefront can be correspondingly extracted from the
recorded intensity patterns. Let O(&, 1) denote the complex-valued wavefront
extracted in the CCD plane. During decoding, the extracted wavefront
O(&,n) is Fourier transformed to the phase-only mask (M2) plane and the
conjugate of phase-only mask M2 is modulated as follows:

H(p,v) = (FTIOE n)]}{explip (. )]}, 3)

where the asterisk denotes complex conjugate. Subsequently, the generated
wavefront H(u,v) is inverse Fourier transformed to the input image plane
for extracting the plaintext:

S(x.y) = {IFTIH (4, v)]Hexplip(x. y)]}*. )
where S(x,y) denotes the decoded wavefront in the input image plane.

It can be seen in Eq. (4) that when the input image is a non-negative amplitude-
only map, phase-only mask M1 can be omitted during decryption. One example
is given to illustrate performance of the DRPE system. Figure 2(a) shows optical
encoding based on the DRPE system, when an amplitude-only input image is
encoded. The input image (selected from the USC-SIPI database: http://sipi.usc
.edu/database/database.php?volume=misc) is effectively converted into a noise-
like intensity distribution, and no information about the input image can be
observed after the encoding. During decryption, the complex-valued wavefront
in the CCD plane is first extracted according to the recording principles, such as
holography. For simplicity, the wavefront O(&, ) could be directly applied for
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decryption, such as in numerical examples. Figure 2(b) shows the optical de-
cryption process. Since phase-only mask M2 can act as a security key during
decryption, image decryption with the wrong phase-only mask M2 has also been
illustrated in Fig. 2(b). It can be seen in Fig. 2(b) that when DRPE is imple-
mented in the Fourier domain, the key space is relatively limited. Hence, a num-
ber of optical security systems [4—32] have been further developed based on the
earliest DRPE strategy for improving system performance.

One of the most straightforward methods is to convert the input image into a
fully phase map [36], and then this phase-only map is encoded based on the
DRPE system. The encoding process is similar to those described for encoding
amplitude-only input images, and the only difference is that the input image
(such as a gray-scale image) is first normalized and converted into
exp[jP(x,y)] before the encoding. In addition to phase-only mask M2, phase-
only mask M1 is also considered a security key that effectively enlarges the
key space of the DRPE system. Phase-only mask M1 should be applied during
image decryption; otherwise, only noise-like distribution is generated. After the
phase-only image is decoded, many optical technologies, such as interferometry,
can be applied to extract the plaintext. Figures 3(a) and 3(b) show optical
encoding and decoding processes based on fully phase DRPE, respectively.
It is illustrated in Fig. 3(b) that phase-only mask M1 also plays an important
role during decoding, and the larger key space is generated by using fully phase
DRPE compared with amplitude-only DRPE.

Since the DRPE system was developed, attack algorithms have also been studied
to illustrate DRPE vulnerability. Known-plaintext attacks, chosen-plaintext at-
tacks, and chosen-ciphertext attacks [37,38] have been correspondingly applied
to analyze the vulnerability. It is usually assumed in attack algorithms that some
keys, such as the positions of phase-only masks, are known parameters. In
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addition, it is also assumed that the same phase-only masks M1 and M2 are used
for encoding different input images [37]. For instance, in a known-plaintext at-
tack [37], an iterative phase-retrieval algorithm is usually applied to extract the
phase-only mask in the spatial domain at first, and then the second pair of
known-plaintext and ciphertext is used to extract the phase-only mask in the
Fourier domain. In a chosen-plaintext attack, impulse signals are usually as-
sumed as the plaintexts to first extract the phase-only mask in the spatial domain,
and, subsequently, the phase-only mask in the Fourier (or Fresnel) domain can
be extracted by using the second pair of known-plaintext and ciphertext.
Although phase-only masks can be approximately extracted under the assump-
tions, a simple strategy, i.e., updated phase-only masks for each input image, can
fully endure these attacks [39]. In addition, many complementary algorithms
[40—47], such as pixel scrambling algorithms [43—45], can also be applied to
enhance the security of a DRPE system. Hence, it is believed that DRPE is
highly suitable for securing information in most applications.

2.2. Lensless Optical Encryption in the Fresnel Domain

As illustrated in Section 2.1, the key space of a DRPE system is mainly
dependent on phase-only masks. In practice, different transform domains
[18,19,29,48-50], such as the Fresnel domain [18] and the fractional Fourier
transform domain [29], can be integrated into a DRPE system, and additional
security keys can be correspondingly generated. Here, we illustrate one of these

Advances in Optics and Photonics 6, 120-155 (2014) doi:10.1364/A0R6.000120 126



Figure 4
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studies in which Fresnel transform is applied in a DRPE system [18]. Optical
encoding and decoding processes in the Fresnel domain are similar to those
described in Section 2.1; however, lenses used in Fourier-based DRPE are
removed in Fresnel-transform-based DRPE, as shown in Fig. 4. The optical
encoding process can be described by

O(&.n) = FrTy, ,{(FrTy, 1 {P(x, y) explig(x, y)]}) explip(u. )]}, ()

where FrT denotes wave propagation in the Fresnel domain, which can be de-
scribed by diffraction theory [51,52], A denotes the light wavelength, and d; and
d, are axial distances. It can be seen in Eq. (5) that geometrical parameters, such
as axial distances and wavelength, are also used as security keys. Optical tech-
nologies, such as holography [33-35], can also be applied to record intensity
patterns, and complex-valued wavefront O(&, 77) can be extracted in the CCD
plane during decryption. Subsequently, it is straightforward to conduct image
decryption, which can be described by

S(x,y) = [FrT_g, s({FT_g, O, )} {explio(u. )1} Hexpligpx, 1. (©6)

where FrT_; ; and Fr'T_;, ; denote inverse Fresnel transform. When amplitude-
only input image is encoded, phase-only mask M1 can be omitted during image
decryption.

Figure 5(a) shows the optical encoding process that uses DRPE in the Fresnel
domain, and Fig. 5(b) shows the corresponding optical decoding process. In this
case, an amplitude-only input image is encoded. It can be seen in Fig. 5(b) that,
in addition to a phase-only mask, wavelength and axial distances are also used as
security keys. Without accurate information about geometrical parameters,
plaintext information cannot be extracted. Compared with Fourier-based DRPE,
DRPE in the Fresnel domain possesses a larger key space.

2.3. Multidimensional Random Phase Encoding

There are various degrees of freedom that can be used to improve the security of
DRPE systems. In this section, we discuss how these degrees of freedom can be
used in the optical encoding process to improve system performance. One
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potential degree of freedom to be employed is by varying the 3D positions of
random phase-only masks in DRPE as developed by Matoba and Javidi [18]. For
example, random phase-only masks can be located in the Fresnel domain [18], as
shown in Fig. 6. Different from Sections 2.1 and 2.2, phase-only mask M1 is not
bonded with the input image.

When random phase-only masks are placed in the Fresnel domain, the 3D po-
sitions of phase-only masks also need to be searched by an attacker. Hence, this
can provide an additional barrier against attacks, since both phase keys and their
3D locations need to be searched. Unless the keys are placed with precision in
their respective 3D lateral and longitudinal positions, the correctly decrypted
image cannot be generated.

Some researchers have proposed using optical keys in other domains, such as
fractional Fourier transform [29,53]. However, the basic principle is mathemati-
cally similar to Fresnel transform, since random phase-only masks can be placed
anywhere in the encoding system. In practice, optical implementation of
fractional Fourier transform could be more complex than that using Fresnel
transform.
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Polarization encoded keys can also be employed for enhancing the dimension-
ality and complexity of optical keys [7,8,54], and a schematic illustration [41] is
shown in Fig. 7. In polarimetric encoding, the input image to be encoded is
bonded with a polarization encoded mask. The polarimetric mask consists of
randomly oriented linear polarizer rotated at various angles from 0 to
180 deg. In addition to random phase-only masks, the presence of randomly
varying polarization provides an additional degree of freedom for securing in-
formation. The polarization-encoded information cannot be detected by using an
intensity-sensitive device (such as a CCD camera), and a special sensor is
required to measure various polarization states that are encoded into the input
image.

3. Double Random Phase Encoding with Photon
Counting

Recently, it has been illustrated that a photon-counting imaging approach can be
integrated into an optical encryption system, especially for information authen-
tication [55-57]. The motivation is that the combination of photon counting
imaging and DRPE can generate an additional security layer against attacks.
A photon-limited encrypted image is sparse compared with conventional

Y
hY
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Grayscale Polarization
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Schematic illustration of polarization encoding in an optical security system.
|
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encrypted data. When the sparse encrypted data are used for decoding, only
noisy signals will be produced. Unlike conventional optical decryption, when
photon counting is used, the decrypted image is not recognizable by visual in-
spection. Instead, verification of the decrypted data should be further performed
by means of image correlation.

In photon-counting imaging [58], the scene has a limited number of photons.
The expected number of photons (counts) in the scene is denoted as N,
The probability of counting /; photons at pixel x; is shown to be Poisson
distributed [55,56,58]:

Z ]’
Pyl 0) = . =012, 7

where /; denotes the number of photons detected at pixel x;. Poisson parameter /;
is calculated by 4; = N,g(x;), with g(x;) being the normahzed irradiance at plxel
x; such that Z;-l g(x;)) =1, and M denotes the total number of pixels.

One example [55] is given to illustrate the performance of photon-counting
optical encoding. Figure 8(a) shows the input image, and Fig. 8(b) shows
the amplitude component of the encrypted image (without photon counting) ob-
tained by using DRPE. Figure 8(c) shows the magnitude of the photon-counting
encrypted image corresponding to Fig. 8(b). Here, the total number of photons is
N, = 10°. Figure 9(a) shows the photon-counting decrypted image obtained
from the encrypted data in Fig. 8(c) using the correct keys. The input image
in Fig. 8(a) cannot be recognized in the decrypted image [see Fig. 9(a)]. To
authenticate the photon-counting decrypted image, we can correlate it with
the input image by using a kth-law nonlinear correlator [55-57,59], and the
verification result is shown in Fig. 9(b) [55]. It can be seen in Figs. 9(a) and
9(b) that the decrypted image does not visually render any plaintext information;

OPTICAL
ENCRYPTION

Figure 8

(a) Input image to be encrypted, (b) amphtude of the encrypted data, and (c)
photon-counting encrypted data using the number of photons N, = 10°.
Reprinted from [55].
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(a) (b)

(a) Decrypted image corresponding to Fig. 8(c), and (b) correlation output
using a kth-law nonlinear correlator with £ = 0.30. Reprinted from [55].

however, information verification can be further conducted. Compared with
conventional DRPE, photon-counting DRPE can provide an additional security
layer without direct observation of input images.

4. Coherent Diffractive Imaging for Optical
Encryption

In Sections 2 and 3, interferometric technology, such as holography [33-35], is
usually applied for optical image encryption. However, the interferometric
method requires a relatively complex optical recording system, such as reference
waves and temporal coherence. Recently, coherent diffractive imaging has been
developed and successfully applied for optical image encryption [13,14,60-62].
Its advantages, such as simple optical setup and insensitivity to vibration, have
been illustrated. In coherent diffractive imaging, only one single optical path is
applied, and a reference wave is not required. A phase-retrieval algorithm is
usually applied between real and reciprocal spaces during image decryption.
We take optical image encryption based on diffractive imaging with axial trans-
lation of a CCD camera [60] as an example, but it is straightforward to apply
other coherent diffractive imaging systems for optical image encryption. More

Figure 10 shows a schematic setup for optical image encryption using coherent
diffractive imaging with axial translation of a CCD camera. The recorded
diffraction intensity patterns (i.e., ciphertexts) can be described by

I En) = [FrTy,y aax-n{(FrTy {P(x,) explig (x, »)]}) explig(u. v)I}*. (8)

where 1™ (&, ) (h = 1,2, 3) denotes the recorded diffraction intensity patterns,
dy and d, denote axial distances, and Ad denotes the CCD camera translation
amount. In coherent diffractive imaging, the recordings are conducted based on
single-path wave diffraction, which is different from holographic-based encod-
ing approaches [33-35].

An iterative phase-retrieval algorithm is developed for plaintext recovery during
the decryption. We take three diffraction intensity recordings as examples for
illustrating the principles of coherent diffractive imaging. Let P (x,y)
(n = 1) denote the estimated plaintext in the initial iteration, and it is randomly
distributed in the range of [0, 27]. The iterative phase-retrieval algorithm consists
of following steps.
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Figure 10
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(1) Wave propagation between the input image plane and the CCD plane is
implemented:

O (&,1) = FrT 1 agwii1) BTy {P™ (x, y) expligp(x. »)]}) expliop(u. v)]},
)

where n and & are set as 1 in the initial step.

(2) The constraint with corresponding ciphertext I (&, ) is applied to update
the amplitude part of the wavefront O™ (&, 7):

0" m) = \ID(E 0™ (E /|0 (E . (10)

(3) After the complex-valued wavefront is updated in the CCD plane, wave back-
propagation is conducted between the CCD plane and the input image plane:

P (x,y) = [FIT_y, BTy, 1 agx ey [O™ (E )]}
x {explip(u, v)]}*) {explid(x, »)]}, an

where P (x,y) denotes the updated complex-valued wavefront related to
the plaintext. Subsequently, the amplitude part of the updated wavefront
P™(x, ) is used as a new estimate for the plaintext, and the next ciphertext
(ie., h =h+ 1) and the next CCD position [i.e., dy + Ad % (h—1)] are
applied until # = 3. After all three recordings are processed, one iterative
operation is completed and iterative errors (IEs) [13,14,43,52,61] are
calculated to judge whether the iterative process should be stopped:

IE =Y [IP"(x.p)| = 1P D (x, )1 (12)
Xy

If the iterative error is still larger than the preset threshold, the amplitude part of
the updated complex amplitude P (x, y) is further used as a new guess for the
next iteration (i.e., n =n+ 1), and parameter 4 is reset as 1. In coherent
diffractive imaging with CCD translation, other decoding methods, such as transport
of intensity [63,64], might also be developed and applied for plaintext recovery.
In practice, simplified decryption methods, including even those with a single
diffraction pattern, may be further designed and applied for image decoding.
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However, when there are some distortions in the ciphertexts (such as occlusions
and noise), it is much better that multiple recordings be implemented and
applied to guarantee algorithm convergence during decoding. To clearly illustrate
the decryption process aforementioned, a flow chart is shown in Fig. 11.

Figure 12(a) shows one gray-scale image that is encoded based on coherent
diffractive imaging with axial translation of the CCD camera, and Figs. 12(b)-
12(d) show three recorded diffraction intensity patterns (i.e., ciphertexts). It can
be seen in Figs. 12(b)-12(d) that the input image has been fully encoded, and no
plaintext information can be observed. Figures 13(a)-13(f) show some decryp-
tion results, when correct or wrong security keys are used during image decryp-
tion. In coherent diffractive imaging, both phase-only masks and geometrical
parameters are used as security keys. Compared with holographic-based optical
encoding systems, it possesses several advantages as follows. (1) Coherent
diffractive imaging could be considered a wavefront-modification or phase-
diversity approach, and various strategies can be developed for recording multi-
ple ciphertexts. This flexibility or variety is highly desirable for establishing
optical security systems. (2) Coherent diffractive imaging requires simple

Figure 12

(©) (d

Diffractive-imaging-based optical encoding: (a) an input image and (b)—(d) three
diffraction intensity patterns (i.e., ciphertexts).
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Figure 13
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iterations), and (e) and (f) decryption using the wrong phase-only mask (M2,
600 iterations).

optical setup, which can be easily implemented in practical applications. In
addition, coherent diffractive imaging is not sensitive to environmental or
mechanical vibrations. (3) The diffractive-imaging-based optical encryption
can effectively endure attacks, since the complex-valued wavefront in the
CCD plane may not be directly extracted in many diffractive imaging systems,
such as a grating-modulated system [14]. However, one possible disadvantage
is that a digital approach is preferred for image decryption, since an iterative
phase-retrieval algorithm is usually employed.

5. Phase-Retrieval Algorithms for Optical
Encryption

5.1. 2D Phase Retrieval for Optical Encryption

Different from holographic-based and diffractive-imaging-based methods, phase
retrieval provides new insight for optical image encryption [65—71]. A digital
approach is usually applied for embedding the input image into phase-only
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masks, and either a digital or optical approach can be employed for image
decryption. The main objective of optical encoding is to find correct or approxi-
mate phase-only masks under the given constraints, such as the input image.
Since phase-only masks can be embedded into spatial light modulators, easy
and simple implementation of image decryption becomes possible. Compared
with DRPE systems, a totally different encoding strategy is applied in a phase-
retrieval-based optical security system.

Figure 14 shows a typical optical setup for a phase-retrieval-based encoding
system. The input image is iteratively encrypted into two phase-only masks;
however, it is straightforward to embed the input image into fewer or more
cascaded phase-only masks. In the initial step, phase-only masks M1 and
M2 should be initialized. Let exp[j¢"™ (1, v)] and exp[jp™ (&, 7)] (n = 1) denote
phase-only masks M1 and M2, respectively. The collimated plane wave is gen-
erated for the illumination, and wave propagation between the phase-only mask
(M1) plane and the image plane can be described by

O™ (x,y) = FrTy, {(FTy {explip"™ (u. v)I}) explio™ . )]}.  (13)

Subsequently, the square root of the input image is used as a constraint for the
updating:

0™ (x,y) = \/P(x,y) 0" (x,»)/|0" (x,y)], (14)

where P(x,y) denotes the input image and O™ (x,y) denotes the complex-
valued wavefront updated in the image plane. Finally, phase-only masks M2
and M1 can be respectively updated as [71]

FrT_; [O™ (x, )]

. FIT_;,[0” (x,y)]
(n) — d
xpUPT & m] = (Ferl{expw%,u)]})/ FiTy (expld ™ ol )
210 i (n *
oy = FT O[O0 G blexsip ™ Gonlt)

[FrT_y, ({(FrT_y [0 (x, )} {explip™ (€. M|

The correlation coefficient between estimated and desired outputs is calculated
to judge whether the iterative process should be stopped. When the correlation

Figure 14
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Schematic setup for 2D-phase-retrieval-based optical encoding.
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coefficient is smaller than the preset threshold, the updated phase-only masks
explid™ (u,v)] and exp[jp™ (&, 1)] are further used for the next iteration (i.e.,
n = n + 1). If the preset condition is satisfied, the updated phase-only masks
are considered as masks M1 and M2, respectively. To some extent, the
phase-retrieval algorithm used for optical encoding is similar to the principles
of computer-generated holograms.

Either a digital or an optical approach can be applied for image decryption, and
the collimated plane wave is generated for the illumination. The optical decryp-
tion process can be described by

P(x,y) = [FTy, {(FrTy, texplid™ (u. )} explig® EmBIP, (A7)

where P(x, y) denotes the decrypted image. Evaluation parameters, such as mean
square error and correlation coefficient [12,13,60], can be employed to evaluate
the quality of decrypted images.

An example is presented to illustrate principles of phase-retrieval-based optical
encryption. Figures 15(a) and 15(b) show the extracted phase-only masks M1
and M2, respectively. Figure 15(c) shows the iterative process using a phase-
retrieval algorithm for optical encoding, and Fig. 15(d) shows the decrypted im-
age obtained by using the correct security keys. It is illustrated that phase-only
masks are effectively generated, and a rapid convergence rate can be achieved.
When security keys or phase-only masks are wrong during decryption, no plain-
text information can be extracted, as illustrated in Figs. 16(a)-16(d). Although a
digital approach is usually employed for encoding the input image, it is conven-
ient and simple to implement image decryption since only phase-only masks are
requested. Different from holographic-based or diffractive-imaging-based
optical encoding, a phase-retrieval-based optical security system generates
phase-only masks as ciphertexts. Various transform domains, such as fractional

Figure 15

(b)
= 1.1
2
[ T N
= 1 .
g .
8 o9f.
c
S 08
s
2 o7y,
o
o
0 10 20
Iteration No.

(c) (d)

Extracted phase-only masks (a) M1 and (b) M2, (c) the iterative process by using
a phase-retrieval algorithm for the encoding, and (d) decrypted image obtained

by using correct security keys.
|
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Figure 16

() (d)
() (d

Decrypted images obtained by using (a) wrong phase-only mask M1, (b) wrong
phase-only mask M2, (c) wrong distance d,, and (d) wrong wavelength.

Fourier transform and gyrator transform [19,29,49], can also be integrated into
the phase-retrieval-based optical encoding system.

5.2. 3D Phase Retrieval for Optical Encryption

Although phase retrieval can provide a new insight for optical image encryption,
as illustrated in Section 5.1, phase-retrieval algorithms are usually limited to 2D
applications. From a cryptanalysis point of view, higher security is always
desirable for phase-retrieval-based optical cryptosystems. Hence, it can be
worthwhile to extend 2D phase-retrieval-based optical security system into
the 3D domain to enlarge key space and achieve higher security. Some studies
on 3D phase-retrieval-based optical encoding have been presented in Refs. [72—
74], and the main studies are focused on converting a 2D input image into 3D
particle-like distribution. Since the input image is divided into a series of par-
ticles placed in 3D space, any sectional decryption will not render the plaintext
information. This unique characteristic can enhance system security, since both
the transverse and longitudinal positions of each particle should be available for
extracting effective plaintext information.

Figure 17 shows one typical optical setup for 3D phase-retrieval-based optical
encoding. As seen in Fig. 17, neighboring pixels (such as 16 X 16 pixels) of the
2D input image are combined as one particle, which is placed in one particular
axial position. Here, we analyze the principles of 3D phase-retrieval-based
optical encoding through embedding 3D particle-like distribution into three
phase-only masks by using an iterative phase-retrieval algorithm, but it can
be straightforward to encode 3D particle-like distribution into fewer or more
phase-only masks in practical applications. During image encryption, masks
M2 and M3 are the fixed phase-only maps, and the objective of the iterative
phase-retrieval algorithm is to find accurate or approximate phase-only mask
M1 under the given constraints, i.e., 3D particle-like distribution and phase-only
masks M2 and M3. The encryption process is described as follows.
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Figure 17
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Schematic setup for 3D-phase-retrieval-based optical encoding.
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(1) Wave propagation between the phase-only mask (M1) plane and the image
plane is implemented:

0" (k, 1) = FrET, {(FrFT,, {(FrFT,, {explig"" (x,»)]}) explip(u. v)]})
x explfR(E. )]} (18)

where particle index i = 1,2,..., and »n denotes the iterative number
(n=1,2,3,...). Parameters n and i are set as 1 in the initial iteration.

(2) A constraint with original input image P(k, /) is applied in the image plane:

Q[P (k,1)| - |0 (k,1)[] x O (k1) /|0 (k,1)| if (k.]) €i
06 (k1) if (k,)&i
(19)

0" (k1) = {

(3) Wave backpropagation is implemented between the image plane and the
phase-only mask (M1) plane:

0" (x,y) = FIFT_, ([FrFT_, ({FtFT_, [0 (k, D)]}{expliR (&, n)]}*)]
x {expligp(u, v)]}*), (20)

(4) A constraint with unity amplitude is applied in the phase-only mask (M1)
plane:

explip" (x,y)] = 00 (x,) /|0 (x,y)], 1)

where FrFT denotes fractional Fourier transform [29]; ay, a5, and b; denote
FrFT function orders, and symbol Q denotes a ratio between summations of
calculated output and original image within each signal window [72-74].
The updated phase-only mask M1 {i.e., exp[i¢“™ (x,y)]} is further applied
for the next particle (i.e., i =i+ 1), and Eqgs. (18)~(21) are iteratively
implemented for each particle until symbol i reaches the final particle. Once
all particles are processed, one iterative process is completed. At this
stage, iterative errors can be calculated to judge whether the iterative oper-
ation should be stopped. If the error is still larger than the preset threshold,
the updated phase-only mask M1 will be further applied and Eqgs. (18)—21)
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will sequentially continue for the next iteration (i.e., » = n 4+ 1). Once a
new iteration begins, particle index i should be reset as 1.

A collimated plane wave is generated for the illumination during image decryp-
tion, and each particle can be decoded by using accurate axial and transverse
positions. Subsequently, all decoded particles are incorporated in the transverse
domain as a decrypted image P(k, /). The decryption process aforementioned
may be mathematically described by

k.= | 3 [FET, (BT, (FET, texplid ()} explip(u. o))

< expliR(E m]}, (22)

where expljp(x, y)] denotes the finally extracted phase-only mask M1, and &
denotes an incorporating operation.

An example is given to illustrate the validity of a 3D phase-retrieval-based op-
tical security system, and more related studies can be found in Refs. [72-74].
Figure 18(a) shows the input image, and Figs. 18(b)—18(d) show phase-only
masks M1-M3, respectively. Phase-only mask M1 is extracted by using the
aforementioned phase-retrieval algorithm, and phase-only masks M2 and M3
are fixed. It can be seen in Fig. 18 that the input image is fully encoded into
the phase-only mask, and no plaintext information can be observed after the
encoding. Figures 19(a)-19(c) show decryption results, when the correct keys
are used or sectional decryptions are conducted. It can be seen in Figs. 19(b) and
19(c) that, compared with 2D phase-retrieval-based optical encoding, the 3D
processing strategy can greatly enhance system security since any sectional
decryption cannot render plaintext information. The key space is effectively en-
larged, and the 3D phase-retrieval algorithm can enrich the application domains
of optical encryption. However, since a cross-talk term is generated during

Figure 18

OPTICAL
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(a) Input image, (b) extracted phase-only mask M1, (c) phase-only mask M2,
and (d) phase-only mask M3.
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Figure 19

(@) (b) (©

(a) Decrypted image obtained by using correct keys, and (b) and (c) decrypted
images obtained at one sectional plane.

image decryption due to particle-like distribution, the quality of decrypted
images can be affected. Hence, there is a trade-off between system security
and quality of decrypted images [72—74].

5.3. Non-lterative Phase Retrieval for Optical Encryption

Although a phase-retrieval algorithm can effectively embed the input image (2D
or 3D) into phase-only masks, iterative operation is usually required, as illus-
trated in Sections 5.1 and 5.2. Recently, Zhang and Wang [75] proposed a
non-iterative phase-retrieval algorithm based on interference principle for
optical image encryption. A digital approach should be used to encrypt an
input image into phase-only masks M1 and M2, as shown in Fig. 20, while
either a digital or optical approach can be employed for image decryption.
During the encryption, two complex-valued wavefronts interfere in the image
plane:

VP(x.y) expljR(x. )] = FrFT {explj¢p(u, v)]} + FrFT {explip(u. )]}, (23)

Figure 20
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Schematic setup for non-iterative interference-based optical encoding.
|
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where P(x, y) denotes the input image, R(x, y) denotes 2D distribution randomly
distributed in the range of [0, 2z], and a denotes FrFT function order. Hence,
phase-only masks M1 and M2 can be analytically extracted as [75-79]

$(u.) = ang(FIFT_{ \/P(x.y) expliR(x.»)]})
— arccos { [abs (FrFT_,,{ \/m exp[jR(x, )] }) ] /2 }, (24)

o(u.v) = ang (FFT { /P(x.3) expliR(x. )1} —expligu ), (25)

where ang and abs denote the retrieval of the phase and magnitude parts,
respectively.

During image decryption, the plane wave is generated for simultaneously illu-
minating the extracted phase-only masks M1 and M2, and the decrypted image
can be obtained in the image plane by using a CCD camera. Figures 21(a)-21(e)
show some encoding and decoding results based on the non-iterative phase-
retrieval algorithm aforementioned. It can be seen in Figs. 21(a)-21(d) that
the input image is fully encoded into phase-only masks, and phase-only masks
and geometrical parameters play an important role during image decryption.
Although iterative operation can be avoided, there is a silhouette problem
in non-iterative phase-retrieval-based optical encryption [75]. A plaintext
silhouette can be observed by using only one of the extracted phase-only
masks, and cryptosystem security is limited. Recently, silhouette-removal
and security-enhancement approaches [76-79], such as mask exchange and
pixel scrambling, have been developed for non-iterative interference-based
optical encoding.

Figure 21

@ )
)

Extracted phase-only masks (a) M1 and (b) M2, (c) decrypted image using
wrong M1 and M2, (d) decrypted image using wrong FrFT function order,
and (e) decrypted image using correct keys.
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6. Phase-Truncated Strategy for Optical Encryption

Although a number of optical security systems have been successfully applied,
many optical cryptosystems are developed based on a linear strategy, and a
system security may be compromised in some cases due to attacks, such as
a known-plaintext attack [37,38]. Security enhancement methods are usually
applied to endure attacks, and it is highly desirable that advanced strategies, such
as decoding keys different from encoding keys, can be introduced into optical
security systems. In recent years, several optical cryptosystems [80—82], such as
phase-truncated optical encoding [81], have been developed, and decryption
keys generated are different from encoding keys. The generated decryption keys
could be directly related to the input image; hence attack algorithms cannot be
applied to extract accurate or approximate security keys [81]. To some extent,
these optical security systems cannot be claimed to be “asymmetric,” since the
pair of encryption and decryption keys are not independently generated by the
recipient.

Here, we analyze one optical cryptosystem, i.e., phase-truncated optical
encoding [81], for illustrating how different decryption keys can be generated.
Figure 22 shows a schematic setup for a phase-truncated optical cryptosystem.
Different from a DRPE system, phase truncation is conducted just before phase-
only mask M2 and the CCD plane. Let exp[jg(x,y)] and exp[jg(u, v)] denote
phase-only masks M1 and M2, respectively located in the input image plane
and Fourier domain. Wave propagation between the phase-only mask (M1)
plane and the phase-only mask (M2) plane can be described by

W(u.v) = FT{P(x, y) explip(x, )]}, (26)

where P(x,y) denotes an input image. In a phase-truncated cryptosystem, the
phase part of complex-valued wavefront is truncated, and only the amplitude
part is further encoded. In the Fourier domain, amplitude and phase distributions
can be respectively extracted as 4,,(u,v) and P, (1, v):

Figure 22
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wave
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Schematic setup for phase-truncated optical encoding.
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Ay () = [W(p,v). 27)
Py(p.v) = Wp.0)/|W (u,v)]. (28)

Subsequently, wave propagation between the Fourier domain and the CCD
plane is further conducted as

O(&.n) = IFT{A,, (. v) expljop(u. )]} (29)

Phase-truncated operation is also implemented in the CCD plane, and amplitude
and phase distributions in the CCD plane can be respectively extracted as
A,(E,n) and P,(&,n). A,(E,n) is considered as the ciphertext, and phase-only
maps P,,(u,v) and P,(&,n) are used as decryption keys that are different from
encoding keys, i.e., phase-only masks M1 and M2.

During image decryption, decryption keys should be employed to decode the
ciphertext. The decryption process can be described by

P(x,y) = [IFT{|FT4, (&, m)Po(&, m]IP (1, 1)}, (30)

where P(x,y) denotes a decrypted image.

Figures 23(a)-23(e) show the encoding results based on a phase-truncated op-
tical cryptosystem, and decryption keys are generated during the encoding that
are different from phase-only masks M1 and M2. Figures 24(a)-24(c) show the
decryption results when correct keys or wrong security keys are used during
decryption, respectively. It can be seen in Fig. 24(b) that when encryption keys,
i.e., phase-only masks M1 and M2, are used for decoding, no plaintext infor-
mation can be extracted. Since decryption keys are directly related to the input
image, different decryption keys can be correspondingly generated for different
plaintexts. It is usually assumed in attack algorithms that the same decryption
keys are available for decoding different input images. Hence, a phase-truncated
optical cryptosystem can effectively endure these attacks due to its unique

(a) Phase-only mask M1, (b) phase-only mask M2, (c) decryption key P, (¢, v),
(d) decryption key P,(&,7), and (e) the ciphertext.

Figure 23
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Figure 24

©

(a) Decrypted image obtained by using correct keys, (b) decrypted image ob-
tained by using M1 and M2 for the decryption, and (c) decrypted image obtained
by using wrong decryption key P, (u,v).

characteristics. However, since phase truncation should be conducted twice, ex-
perimental implementation can be relatively complicated compared with holo-
graphic-based or phase-retrieval-based optical security systems. Recently, it has
been found [83] that a phase-retrieval-based collision algorithm can be applied
to generate accurate or approximate ciphertext using different decryption
keys. Hence, it is highly desirable that simple and effective approaches be
further developed for enduring collision attacks in phase-truncated optical
cryptosystems.

7. Sparsity-Driven Optical Information
Authentication

It has been illustrated that when the same encryption keys are employed for
different input images, optical cryptosystems could be vulnerable and attack
algorithms may be applied to extract security keys. Particularly in long-term
repeated applications, system deficiency could be more obvious. Hence, it is
desirable that some new strategies be further developed for enhancing crypto-
system security. Recently, it has been found that when a sparsity constraint is
used in optical security systems, decrypted images can be effectively authenti-
cated without direct observation of plaintext information [71]. This new
approach can be integrated into a number of existing optical security systems
[84-91] (such as joint transform correlator architecture [88-91]), and can pro-
vide an additional security layer. Different from a photon-counting strategy
[55,56], the encoding method with sparsity constraint can provide a different
research perspective for optical security.

We analyze a 2D-phase-retrieval-based optical encoding and authentication sys-
tem with sparse representation, as shown in Fig. 25, and it can be straightforward
to apply the sparsifying principle to other optical security systems. The encoding
process is similar to those described in Section 5.1, and the objective of phase
retrieval is to find accurate or approximate phase-only masks M1 and M2. Let
expljd™ (u,v)] and exp[ip™ (&,7)], respectively, denote the extracted phase-
only masks M1 and M2. In the optical encoding systems, there are many differ-
ent ways to apply the sparsity strategy. For instance, we can use the sparse input
image (such as only 2.0% of total pixels) during encoding and directly apply
the generated phase-only masks exp[j¢™ (u,v)] and exp[jp™ (£.n)] during
decryption. Alternatively, we can use the whole input image for encoding
and apply sparse forms of the generated phase-only masks M1 and M2 for

decryption [71].
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Figure 25

Mirror q:l

Pinhole Laser

Lens

(x.y

W2

Mirror
Signal processing
Mask 1 d Mask 2 d CCD and authentication
B
Authentic < One remarkable
peak

Incorrect/false <= -

Schematic setup for sparsity-driven optical information authentication.

During decryption, a collimated plane wave is generated for illumination, and a
decrypted image P(x,y) can be extracted by using a CCD camera. Since
decrypted images contain invisible but useful plaintext information, an optical
authentication method [11,55-57,71,92-98], such as nonlinear correlation
[55-57,59,71,92], can be further applied to verify the decrypted images. The
optical authentication method using nonlinear correlation can be described by

{FT[P(x. p)]}* {FT[P(x,»)]} >
{FTIP(x, )]} {FT[P(x. y)]}]

2

’

A(x,y) = ‘IFT<|{FT[P(x,y)]}*{FT[P(x,y)]}V

(31

where 4(x, y) denotes the authentication distribution and ¢ denotes the strength
of the applied nonlinearity [71,92-98]. Many complementary parameters, such
as peak-to-correlation and discrimination ratios [55,56], can be further extracted
from authentication distributions for evaluating correlation outputs.

We use a sparse input image (2.0% effect pixels of gray-scale image “Lena”) as
one example to illustrate the principles of sparsity-driven optical information
authentication. Figures 26(a)-26(d) show some decryption results when correct
keys or the wrong wavelength are used during decryption and authentication. It
can be seen in Figs. 26(a) and 26(c) that decrypted images do not directly render
effective plaintext information. When correct keys are used for decryption, the
decrypted image can be effectively authenticated and one remarkable peak can
be observed. When the wrong security key is used, only noisy background is
generated. In practical applications, the sparsifying level can be arbitrarily
adjusted according to experimental setups and the plaintext. In an optical infor-
mation authentication system, it is also important to test the discrimination
capability. Another sparse input image (i.e., 2.0% effect pixels of gray-scale
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Figure 26
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(a) Decrypted image obtained by using correct keys, (b) authentication result
corresponding to (a), (c) decrypted image obtained by using wrong wavelength
(error of 10.0 nm), and (d) authentication result corresponding to (c).

image “Peppers”) is used in the optical security system. Figure 27 shows the
authentication result when the decrypted image obtained by using correct keys
is nonlinearly correlated with the original input image (i.e., “Lena”). It can be
seen that discrimination capability can be guaranteed in sparsity-driven optical
security systems. It is also illustrated that the sparsity strategy can be easily
integrated into optical security systems, and can provide an additional security
layer. More related works can be found in Refs. [55-57,71].

Table 1 clearly illustrates key features and possible drawbacks of the aforemen-
tioned optical security systems.

Figure 27
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Similar image case: the authentication result.
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8. Conclusions and Perspectives

We have presented a review of optical technologies for securing information.
Theoretical principles and implementation examples are given for illustrating
each optical security system. Since there are a number of optical security systems
for securing information, high flexibility and variety can be achieved. Signifi-
cant advantages and potential weaknesses of each optical security system have
also been analyzed and illustrated. It is expected that through these comparisons,
a clear picture of current developments in optical security systems has been
presented, and some light has been shed on future developments.

We believe that with rapid development of modern technologies, optical security
systems can attract more and more attention in practical applications. In the
future, it can be expected that the following aspects may be further stimulated
and developed in the optical security field. (1) A number of optical security
systems have been developed in recent years. When other related areas (such
as materials and optical equipment) are developed, scientists and developers
can collaborate to explore more applications related to optical security, such
as in government and industry sectors. (2) Optoelectronic systems can be de-
veloped to optically encode and decode data in real time, and corresponding
applications, such as face encryption and recognition, can be explored based
on the developed optical security systems. It can be believed that electronic
cryptography (such as watermarking [34,991]) can be more effectively integrated
to enrich optical security systems, and intelligent algorithms, such as neural net-
works, can also be studied and applied. (3) In practice, easy implementations
with high security, such as phase-retrieval algorithms, are highly desirable.
When many digital processing approaches are applied in optical security sys-
tems, practical applications may not be feasible. Since spatial light modulators
[100] have been rapidly developed, more studies related to phase-only encoding
can be expected. In addition, how much capacity can be realized in phase-only
encoding systems is also an interesting topic. (4) System security is always a big
concern in the optical encryption field. Since a large number of optical security
systems have been developed over the past decades, it is of interest that system-
atic work be further conducted to analyze the security of various optical encryp-
tion systems. Simultaneously, security-enhancement approaches can be
correspondingly studied and suggested for each optical security system.
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